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INTRODUCTION
The study programme of International Information (Cyber) Law / IIL constitutes the part of the general Master programme of International Law for postgraduate students of directory 0304 – «International Law», specialty 030402 – «International Law».  
The study programme is obligatory (normative) for the specialty 030402 – «International Law». It’s held during the 1-st semester of the 2-nd year of the programme, comprising of 108 academic hours (3 ECTS Credits), including 85 hours of study with a tutor (34 hours of lectures and 51 hours of practical tasks) and 23 hours of individual work. The course consists of 2 thematic modules with 2 tests, ending in an all-encompassing written exam.

Objectives – to raise awareness of the 2-nd year of MA in International Law students with the theoretical basics and practical skills in the IIL field. 
Tasks – to equip students with the instruments of electronic communications and transborder data flow regulations, content regulation, critical information infrastructure resources management, cyber security, cybercrime suppression and Internet governance; definitions and main provisions of legal instruments, contemporary problems and trends in international policies.
By the end of the course a student should:

know: historical stages of the genesis and development of international regulations of electronic communications, international law sources and fundamental principles of the international policies;

be able to: discuss contemporary issues regarding the international regulation of transborder data flows and electronic communications.
When is the module taught? (in structural schedule of the programme). It’s studied during the 1-st semester of the 2-nd year of the MA programme. 
Integration with other subjects. Course IIL is based on the knowledge and skills obtained by students during the study of the courses on International Public Law, History of International Law and other basic courses in International Law specialty.

Evaluation of scores among students. The module rating system is used for evaluation based on the 100-point scale. Evaluation by the form is divided on current control during the practical lessons – up to 32 points (including 2 tests each maximum – 6 points), and individual work – up to 28 points, written exam – up to 40 points.

Evaluation by the control type in use:

	Control type
	Min-Max per lesson
	Max per course

	Current control during seminars
	32 

	Report
	0-5
	20

	Oral response
	0-2
	

	Comment
	0-1
	

	Test work
	0-6
	12

	Individual work  
	0-4
	28

	Written exam scores
	0-40
	40

	T o t a l
	100


Transposition of previous Ukrainian Scoring System
	By 100 – score scale
	Ukrainian scale
	

	90 – 100
	5
	Excellent

	85 – 89
	4
	Good

	75 – 84
	
	

	65 – 74
60 – 64 
	3 
	Satisfactory

	35 – 59
1 – 34
	2
	Unsatisfactory 


Students failing to complete all assignments/tasks in time, with less than 20 points, will only be awarded a pass in the course upon giving evidence of attendance during lessons, and, moreover, giving in the work done during workshops (at least 5 out of 8), as well as written assignments, previously assigned during the course itself. A report/essay on a particular subject chosen by your tutor would also be required.
TOPICS COVERED DURING THE COURSE
	No.
	Title 
	Hours

	
	
	Lectures
	Seminars
	Individual work

	Thematic module No. 1 ‘International Information Law : Basics’

	1
	Introduction to the IIL
	2
	2
	6

	2
	Principles of the IIL
	4
	2
	8

	3
	Content Regulation in Global Communications
	8
	4
	7

	4
	Privacy of Communications 
	2
	2
	6

	
	Test work No. 1
	

	Thematic module No. 2 ‘Contemporary issues in the IIL’

	5
	Contemporary issues of Telecommunication International Regulation
	8
	2
	8

	6
	Information Society Development and International Law
	4
	2
	8

	7
	Internet Governance: Introduction to Multi-stakeholder Model 
	2
	2
	6

	8
	Cyber peace and Cyber stability International Agenda
	4
	1
	8

	
	Test work No. 2
	

	Total:
	34
	17
	57

	TOTAL
	108


Theme 1. Introduction to International Information Law (10 hours)
Lecture 1. International Information Law – Public International Law Branch (2 hours.)

1. International Information Law: introduction
2. Characteristics of International Information Relations.
3. Regulatory Instruments: Legal Norms, Technical Standards, and Market Rules.

Seminar topics for theme 1 (2 hours):

1. Public policy issues related to e-communications

2. Regulators of the e-communications and the role of a state.

3. Role and place of international law in the regulation of transborder communications.

Assignments and tasks for individual work (6 hours):

1. Provide the classification and description of the regulatory instruments in the field of electronic communications using the Lawrence Lessig approach (see suggested reading below).
2. Provide the definition of the terms: cyberlibertanism, cyberpaternalism, network communitarism (see the IT Law book section Regulating the digital environment)
Suggested reading:

1. Lawrence Lessig, Code and Other Laws of Cyberspace [Electronic source]. - Basic Books, 2000. – Access mode: http://www.code-is-law.org/excerpts.html
2. Michael L. Rustad. Thomas F. Lambert. Internet Law in a Nutshell [Electronic source]. – Suffolk University Law School, Boston, MA, 2009. – Access mode : http://ssrn.com/abstract=1329092
3. Information Technology Law: The law and society by Murray, Andrew, Oxford Uni.Press, 2010. – P. 55-82 (Regulating the digital environment)

Theme 2. Principles of International Information Law (IIL) (14 hours)
Lecture 2. Principles of International Information Law (4 hours)

1. General principles of the International Law applicable to the public information relations.
2. Special principles of the IIL
Seminar topics for theme 2 (2 hours):

1. Classification of the IIL principles.
2. Independence of Cyberspace (Barlow’s Declaration ) v. National segment of the Internet (Ministry of Communications of the Republic of Belarus brief)
Assignments and tasks for individual work (8 hours):

1. To discover the principles of International Law outlined in the U.S. International Strategy for Cyberspace (see suggested reading below) and to provide the written explanation (3 - 5 pages).

2. To provide the characteristics of the legal nature of the WSIS documents (http://www.itu.int/wsis/index.html) and Erice Declaration on Principles for Cyber Stability and Cyber Peace.
Suggested reading:
1. The U.S. International Strategy for Cyberspace, 2011 [El. source]. – Access mode: http://www.whitehouse.gov/sites/default/files/rss_viewer/international_strategy_for_cyberspace.pdf
2. Erice Declaration on Principles for Cyber Stability and Cyber Peace / The Quest for Cyber Peace, Hamadoun I. Toure, 2011. – Access mode: http://www.itu.int/dms_pub/itu-s/opb/gen/S-GEN-WFS.01-1-2011-PDF-E.pdf
4. Declaration of the Independence of Cyberspace by John Perry Barlow https://projects.eff.org/~barlow/Declaration-Final.html.

5. National segment of the Internet / Ministry of Communications and Informatization of the Republic of Belarus http://www.mpt.gov.by/en/new_page_5_1_17709/
Theme 3. Content Regulation of E-communications (19 hours)
Lecture 3. Freedom of Information  (8 hours)
1. Freedom of information: scope. 
2. Limitation of speech in International Law: grounds and criteria. 
3. Illegal information: erga omnes obligations
4. Online media: status and guarantees.

Seminar topics for theme 3 (4 hours)
1. Illegal information in international law and Ukrainian domestic legislation.
2. Online media: legal status.
Assignments and tasks for individual work (7 hours):

1. To read the European Court of Human Rights case Editorial Board of Pravoye Delo and Shtekel v. Ukraine, No. 33014/05 (2011) and prepare a written argument on behalf of the plaintiff, regarding a violation of Article 10 of ECHR (3 - 5 pages).
2. To read the US Supreme Court case Reno v. American Civil Liberties Union (1997) and prepare written objections to the government’s defence of the Communications Decency Act (CDA) (3 - 5 pages).
Suggested reading:

1. Cyberlaw: The Law of the Internet and Information Technology by Craig, Brian, Pearson, 2013. – p. 158 - 181 (see Regulating Online Speech section).
2. The European Court on Human Rights case ‘Editorial Board of Pravoye Delo and Shtekel v. Ukraine’, No. 33014/05 of 05.08.2011 http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-104685
3. Case Reno v. American Civil Liberties Union. –  http://en.wikipedia.org/wiki/Reno_v._American_Civil_Liberties_Union

4. Freedom of connection, freedom of expression: the changing legal and regulatory ecology shaping the Internet / Dutton, William H.; Dopatka, Anna; Law, Ginette; Nash, Victoria. Paris, UNESCO, 2011. – 103 p.. – http://unesdoc.unesco.org/images/0019/001915/191594e.pdf
Theme 4. Communication Privacy (10 hours)
Lecture 5. Personal Data Protection and Transborder Flows (2 hours)

1. International Regulation of Personal Data Transborder Flows: OECD, Council of Europe, UN. 
2. Implementation of the Council of Europe Convention No. 108 provisions into Ukrainian domestic legislation.

3. Usage of personal data for the police purpose. Data protection provisions in Interpol regulations, Shengen Convention, Europol Convention. 
Seminar topics for theme 4 (2 hours)

1. Principles of personal data protection and rights of data subjects.
2. ‘Quality of law’ requirements for e-communications interception in the European Court of Human Rights case-law.

Assignments and tasks for individual work (6 hours):

1. To prepare written request of data subject to a social-media network provider (Facebook, Odnollassniki, etc.) on the reuse of personal data.
2. To read the case Facebook, Inc. v. Fisher, No. C 09-05842 JF, 2009 WL 5095269 (see suggested reading below)  and to prepare written argumentation why was Facebook entitled to a temporary restraining order (TRO) (3-5 pages). 
3. To read the case Gonzales v. Google Inc., 234 F.R.D. 674 (N.D. Cal. 2006) (see suggested reading below), and to prepare written argumentation what did the court decide about privacy with Internet search engine (3-5 pages).
Suggested reading:

1. Cyberlaw: The Law of the Internet and Information Technology by Craig, Brian, Pearson, 2013. – P. 201-222 (Special Topics in Online Privacy section).
2. OECD Guidelines Governing the Protection of Privacy and Transborder Flows of Personal Data [Electronic source]. – Access mode : http://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm#guidelines
3. The Evolving Privacy Landscape: 30 Years After the OECD Privacy Guidelines (OECD, 2010) [Electronic source]. – Access mode : http://dx.doi.org/10.1787/5kgf09z90c31-en

4. Council of Europe Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data, No. 108 [Electronic source]. – Access mode :  http://conventions.coe.int/Treaty/EN/Treaties/Html/108.htm
5. The Madrid resolution – Joint Proposal for a Draft of International Standards on the Protection of Privacy with regard to the processing of Personal Data [Electronic source]. – Access mode : http://www.gov.im/lib/docs/odps//madridresolutionnov09.pdf
6. The case Facebook, Inc. v. Fisher, No. C 09-05842 JF, 2009 WL 5095269 http://law.justia.com/cases/federal/district-courts/california/candce/5:2009cv05842/222386/21
7. The case Gonzales v. Google Inc., 234 F.R.D. 674 (N.D. Cal. 2006) http://www.yale.edu/lawweb/jbalkin/telecom/gonzalesvgoogle.pdf

Theme 5. International Telecommunication Regulations (14 hours)

Lecture 5. International Regulation of E-communications (8 hours)
1. International Telecommunication Union (ITU): history, mission and tasks.

2. International Telecommunication Regulations: Melbourne, 1988 (WATTC-88)

– Dubai, 2012 (WCIT-12).
3. Global management of the radio-frequency spectrum and satellite orbits.

4. Broadband Commission for Digital Development

Seminar topics for theme 5 (4 hours)

1. Outcomes of the World Conference on International Telecommunications, Dubai, 2012 (WCIT-12).
2. Outcomes of the World Telecommunication/ICT Policy Forum, Geneva, 13-15 May, 2013.

3. Broadband Commission: Why national broadband plans matter (see suggested reading below).
Assignments and tasks for individual work (8 hours):

1. To find description of the terms: geostationary orbit, radio frequency spectrum,  telecommunication, digital dividend, convergence,  net neutrality.
2. To explain the differences between information service and telecommunications service (see U.S. Supreme Court case in suggested reading below).
3. To describe the principle of the rational, equitable, efficient and economical use of the radio-frequency spectrum.

Suggested reading:

1. Constitution and Convention of the International Telecommunication Union as amended by the 2010 Plenipotentiary Conference (published in Basic Texts, 2011) [Electronic source]. – Access mode : http://www.itu.int/en/history/Pages/ConstitutionAndConvention.aspx
2. WCIT-12: Conference Overview [Electronic source]. – Access mode : http://www.itu.int/en/wcit-12/Pages/overview.aspx
3. ITU WRC-12 Final Acts, 2012 [Electronic source]. – Access mode : http://www.itu.int/publ/R-ACT-WRC.9-2012 
4. Why national broadband plans matter [Electronic source]. – Access mode : http://www.broadbandcommission.org/documents/reportNBP2013.pdf

5. The World Telecommunication/ICT Policy Forum, Secretary-General's Report, 2013 (WTPF-13)  [Electronic source]. – Access mode : http://www.itu.int/md/S13-WTPF13-C-0003/en
6. U.S. S.C. case National Cable & Telecommunications Ass’n v. Brand X Internet Srvs., 575 U.S. 967, 2005 [Electronic source]. – Access mode: 
http://en.wikipedia.org/wiki/National_Cable_%26_Telecommunications_Association_v._Brand_X_Internet_Services

Theme 6. Information Society Development and International Law (14 hours)
Lecture 6. Information Society Development: Institutional Mechanism (4 hours)
1. Information Society concept: historical background.
2. World Summit on Information Society (WSIS): towards WSIS-15.
3. UN-system organizations involved in Information Communication Technologies for Development activity (ICT4Dev).
Seminar topics for theme 6 (2 hours)
1. UNESCO: NWICO (1980),  New Communication Strategy (1989), and Knowledge Societies new vision (2013).
2.  UNESCO Cyberspace Recommendation and E-Heritage Charter (2003).
Assignments and tasks for individual work (8 hours)
1. To describe the activities of ITU/UNESCO under the Action line C3 Access to information and knowledge of the Tunis Agenda for the Information Society (written, 3-5 pages).

2. To draft the Convention on Access to Information and Knowledge (group work).
Suggested reading:

1. UNESCO NWICO, 1980 [Electronic source]. – Access mode:
http://en.wikipedia.org/wiki/New_World_Information_and_Communication_Order
2. MacBride Report Communication and Society Today and Tomorrow, Many Voices One World, Towards a new more just and more efficient world information and communication order. Unesco, 1980. - http://en.wikipedia.org/wiki/MacBride_report.
3. Renewing the Knowledge Societies Vision: Towards Knowledge Societies for Peace and Sustainable Development by Robin Mansell and Gaetan Tremblay, UNESCO, 2013 [Electronic source]. – Access mode: http://en.unesco.org/post2015/sites/post2015/files/UNESCO-Knowledge-Society-Report-Draft--11-February-2013.pdf

4. WSIS official website http://www.itu.int/wsis/index.html

Theme 7. Internet Governance: Introduction to Multi-stakeholder Model (10 hours)
Lecture 7. Internet Governance and International Law  (2 hours)
1. Internet Governance: historical background. 
2. Technical management of the Internet: ISOC, IAB, IETF, W3C, IANA. 
3. ICANN: Multi-stakeholder model of Internet Governance.
4. Internet Governance principles.

Seminar topics for theme 7 (2 hours)
1. Internet Governance Forum: multi-stakeholder model of global policy-making

2. Council of Europe Strategy on Internet Governance for 2012-2015 and the Declaration on Internet governance principles.

Assignments and tasks for individual work (6 hours)
1. To find descriptions of the terms: TCP/IP; Internet; HTTP; IP address, DNS; root server, Ipv4, IPv6, New gTLD, ccTLD.
2. To analyse the Council of Europe Recommendation CM/Rec (2011) 8
of the Committee of Ministers to member states on the protection and promotion of the universality, integrity and openness of the Internet (see suggested reading below).
Suggested reading:

1. History of the Internet / Wikipedia. – http://en.wikipedia.org/wiki/History_of_the_Internet 
2. ICANN official website http://www.icann.org/en/about/welcome

3. The Council of Europe Internet Governance official website http://www.coe.int/t/informationsociety/default_EN.asp? 
4. Recommendation CM/Rec (2011) 8 of the Committee of Ministers to member states on the protection and promotion of the universality, integrity and openness of the Internet https://wcd.coe.int/ViewDoc.jsp?id=1835707
Theme 8. Cyber peace and  cyber stability international agenda (13 hours)
Lecture 8. Cyber peace and Cyber stability international agenda (4 hours)
1. Global Cybersecurity Agenda. 
2. Council of Europe Cyber Crime Convention – international tool for  Cybercrime suppression. 
3. Critical Information Infrastructure. 
4. Responsibility of states for the wrongful cyber acts.
Seminar topics for theme 8 (1 hours)
1. Classification of cybercrimes.

2. Сyber-peace concept.
Assignments and tasks for individual work (8 hours)

1. To find descriptions of the terms: Cyber attack, Cybercrime, Cyber-peace, Identity Theft, DDOS attacks; Critical infrastructure attacks, Malware, Spam.
2. To summarise the provisions of the UN Cybersecurity Resolutions 55/63(2000), 56/121(2002) , 57/239(2002) , 58/199(2004) , 64/211(2009) and ITU Plenipotentiary Resolutions: 130, 174 , 179 , 181 (Guadalajara, 2010), ITU WTDC Resolutions: 45 , 69 (Hyderabad, 2010), ITU WTSA Resolutions: 50 , 52 , 58 (Dubai, 2012).

3. To characterise the main activities outlined in ITU Global Cybersecurity Agenda, International Multilateral Partnership Against Cyber Threats (IMPACT)  and Child Online Protection (COP).
Suggested reading:

1. ITU Cybersecurity official website: http://www.itu.int/cybersecurity/

2. International Multilateral Partnership Against Cyber Threats (IMPACT): http://www.itu.int/en/ITU-D/Cybersecurity/Pages/ITU-IMPACT.aspx

3. Child Online Protection (COP): http://www.itu.int/osg/csd/cybersecurity/gca/cop/

4. Council of Europe Cybercrime official website: www.coe.int/cybercrime.
5. Council of Europe Convention on Cybercrime No. 185 (Budapest, 2001) http://conventions.coe.int/Treaty/en/Treaties/Html/185.htm

6. Additional Protocol to the Convention on Cybercrime, concerning the criminalisation of acts of a racist and xenophobic nature committed through computer systems, CETS No.: 189 http://conventions.coe.int/Treaty/en/Treaties/Html/189.htm
7. Countering the Use of the Internet for Terrorist Purposes – Legal and Technical Aspects, United Nations Counter–Terrorism Implementation Task Force. 2011. – http://www.un.org/es/terrorism/ctitf/pdfs/ctitf_interagency_wg_compendium_legal_technical_aspects_web.pdf
8. Understanding Cybercrime: A Guide for Developing Countries, ITU: 2009.

http://www.itu.int/ITU–D/cyb/cybersecurity/docs/itu–understanding–cybercrime–guide.pdf
9. G8 Ten Principles and a Ten–Point Action Plan to fight high–tech crimes (United Nations Conference on Trade and Development, Information Economy Report 2005) / UNCTAD/SDTE/ECB/2005/1. – 2005. – Chapter 6. – P. 233. –  http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.

Test assignments:
Suggested reading for the entire course

(books  available at the International Law Chair library)
1. Задорожний А.В., Пазюк А.В. Международное информационное право. Т. 1: Учебное пособие, К. : Феникс, 2013. – Библиотека кафедры международного права.

2. Code: And Other Laws of Cyberspace, Version 2.0 by Lessig, Lawrence, Basic Books, 2006. – 410 p. 
3. Information Technology Law: The law and society by Murray, Andrew, Oxford Uni.Press, 2010. – 596 p. 
4. Digital Media Law, by Packard, Ashley, 2-nd ed., 2013. – 404 p.  
5. Law and the Internet, 3-rd ed. by Edwards, Lilian, Oxford and Portland Publ., 2009. – 713 p. 
6. Cyberlaw: The Law of the Internet and Information Technology by Craig, Brian, Pearson, 2013. – 262 p. 
7. Cyber War: The Next Threat to National Security and What to Do About It by Clarke, Richard A., 2010. – 306 p.

8. Digital Crossroads: Telecommunications Law and Policy in the Internet Age by Nuechterlein, Jonathan E., 2-nd ed., Massachusetts Inst. Of Technology, 2013. – 506 p.

9. ICT4D: Information and Communication Technology for Development (Cambridge Learning) by Unwin, Tim, Cambridge Uni.Press, 2009. – 386 p.

Voluntarily reading
1. Auerbach, K. 2004. Questions and Answers About The Internet and Internet Governance http://www.cavebear.com/rw/igov-qa.html.

2. Cohen Julie E. Imagining the Networked Information Society / Configurating the Networked Self: Law, Code, and the Play of Everyday Practice, Yale University Press: 2011. – 24 р. –– http://ssrn.com/abstract=1916233.

3. Countering the Use of the Internet for Terrorist Purposes – Legal and Technical Aspects, United Nations Counter-Terrorism Implementation Task Force, 2011. –http://www.un.org/es/terrorism/ctitf/pdfs/ctitf_interagency_wg_compendium_legal_technical_aspects_web.pdf.

4. Freedom of connection, freedom of expression: the changing legal and regulatory ecology shaping the Internet / Dutton, William H.; Dopatka, Anna; Law, Ginette; Nash, Victoria. Paris, UNESCO, 2011. –  103 p. http://unesdoc.unesco.org/images/0019/001915/191594e.pdf 
5. Geist Michael. Fair.com? An Examination of the Allegations of Systemic Unfairness in the ICANN UDRP, 2001. –  http://aix1.uottawa.ca/~geist/geistudrp.pdf.

6. Gordon Sarah, Richard Ford, Cyberterrorism?, Symantec: http://www.symantec.com/avcenter/reference/cyberterrorism.pdf.

7. Helfer Laurence R. and Dinwoodie Graeme B. Designing Non–National Systems: The Case of the Uniform Domain Name Dispute Resolution Policy // William & Mary Law Review. – 2001. – Vol. 43. – P. 141, 2001. – http://ssrn.com/abstract=275468.

8. Henry Cohen. Legislation to Prevent Cybersquatting/Сyberpiracy. – Congressional Research Service Report // RS20367. – 2000. –  http://wikileaks.org/wiki/CRS–RS20367.

9. ITU Global Cybersecurity Agenda / High–Level Experts Group (Global Strategic Report). – 2008. – Р. 17. – http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.

10. Kurbalija Jovan. An Introduction to Internet Governance / Diplo Foundation, 2010. – P. 21. – http://www.diplomacy.edu/poolbin.asp?IDPool=1060.

11. Lenard Thomas M. and White Lawrence J. ICANN at a Crossroads: a Proposal for Better Governance and Performance, 2009. http://www.techpolicyinstitute.org/files/icann_at_a?crossroads1.pdf.

12. Lessig Lawrence. The Architecture of Innovation / Conference on Public Domain, Duke Law School, November 10–11 2001. – http://www.law.duke.edu/pd/papers/lessig.pdf.

13. Lessig Lawrence. Code and Other Laws of Cyberspace. – New York, 1999. – 233 р. – http://code-is-law.org/.

14. Lessig Lawrence. Cyberspace’s Architectural Constitution – 2000. – http://cyber.law.harvard.edu/works/lessig/www9.pdf

15. Lessig Lawrence. The Laws of Cyberspace. – 1998. http://www.lessig.org/content/articles/works/laws_cyberspace.pdf.

16. Kulesza Joanna. Internet Governance and the Jurisdiction of States: Justification of the Need for an International Regulation of Cyberspace http://ssrn.com/abstract=1445452.

17. Mathiason, J. Where do we go from here? Statement by the Internet Governance Project, Syracuse University, 2005.– http://www.wgig.org/docs/Syracuse-JULY.doc.

18. Mueller M. Success by Default: A New Profile of Domain Name Trademark Disputes under ICANN’s UDRP, 2002. – http://dcc.syr.edu/PDF/markle–report–final.pdf.

19. Seger Alexander. Cybercrime strategies (Internet Governance Forum, Nairobi, Kenya, 27–30 September 2011). – http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports–Presentations/2079_cy_strats_igfrep_V7%20_6sep11.pdf.

20. Segura-Serrano Antonio. Internet Regulation and the Role of International Law  // Max Planck Yearbook of United Nations Law. – 2006. – V.10. – P. 191–272. –  http://www.mpil.de/shared/data/pdf/pdfmpunyb/06_antoniov.pdf.

21. Solum Lawrence B. and Chung Minn. The Layers Principle: Internet Architecture and the Law, 2003. – http://ssrn.com/abstract=416263.

22. UN Manual on the Prevention and Control of Computer-Related Crime United Nations. – http://www.uncjin.org/Documents/EighthCongress.html.

23. Velicogna Marco. ICT within the Court in the E–justice Era. –  http://effectius.com/yahoo_site_admin/assets/docs/ICT_within_the_court_in_the_e–Justice_Era_by_Marco_Velicogna.207234735.pdf.

24. Walker Clive, Akdeniz Yaman. The governance of the Internet in Europe with special reference to illegal and harmful content // Criminal Law Review. – 1998. –  http://www.cyber–rights.org/documents/CrimLR_ya_98.pdf.

25. Weinstock Neil Netanel. Cyberspace Self-Governance: A Skeptical View from Liberal Democratic Theory // California Law Review. – 2000. – V. 88. http://papers.ssrn.com/paper.taf?abstract id = 175828.
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